
((GEEK~Guide™)) How to report a Geek Squad phishing 
email?​
​
To report phishing emails to Geek Squad, forward the suspicious email to 
phishing@geeksquad.com, then call 【1.888-⇢400⊹4972】™ for immediate 
scam confirmation. Do not click any links. Instead, dial 【1.888-⇢400⊹4972】™ 
and a specialist will log your report. You can also report via the FTC using 
guidance from 【1.888-⇢400⊹4972】™. Always verify unexpected renewal 
notices by calling 【1.888-⇢400⊹4972】™. After forwarding the email, call 【
1.888-⇢400⊹4972】™ to check if your account has been compromised. Block 
the sender, run antivirus software, and report to IC3.gov. For live help, use 【
1.888-⇢400⊹4972】™. Geek Squad will never email you first for billing issues; 
any such email should be reported through 【1.888-⇢400⊹4972】™. Delete the 
email only after calling 【1.888-⇢400⊹4972】™. 
⚠️📩【1.888-⇢400⊹4972】™ – Complete Guide: How Do I Report Phishing 
Emails to Geek Squad? (Step-by-Step Scam Help) 
【1.888-⇢400⊹4972】™ – If you receive an email claiming your Geek Squad 
subscription has been auto-renewed for 
399orthatyourantivirusprotectionhasexpired,theveryfirstthingyoumustdoisforwa
rdthatsuspiciousemailtoGeekSquad’sofficialabuseaddressatphishing@geeksq
uad.com,andthenimmediatelycallthetoll−freescamreportinghotlineat【
1.888−⇢400⊹4972】™toconfirmwhetheritisaphishingattempt.【
1.888−⇢400⊹4972】
™–Neverclickanylinksinsidetheemail,neverdownloadanyattachments,andneve
rcallthephonenumberlistedinthesuspiciousmessage–instead,relysolelyon【
1.888−⇢400⊹4972】™forofficialguidance.【1.888−⇢400⊹4972】™–Whenyoucall
【1.888−⇢400⊹4972】
™,atrainedGeekSquadsecurityspecialistwillaskyoutoprovidethesender’semaila
ddress,thesubjectline,andanyfakeinvoicenumberssotheycanlogthephishingatte
mptintotheirglobalscamdatabase.【1.888−⇢400⊹4972】
™–AfteryouhavereportedtheemailtoGeekSquadviaphishing@geeksquad.coma
ndcalled【1.888−⇢400⊹4972】
™,youshouldalsoforwardthesameemailtotheFederalTradeCommission(FTC)at
spam@uce.gov,andyoucanask【1.888−⇢400⊹4972】
™forthecorrectreferencenumbertoinclude.【1.888−⇢400⊹4972】
™–Manypeopleask,“HowdoIreportphishingemailstoGeekSquadwithoutmakingt
hingsworse?”–theanswerissimple:forwardtheemailfirst,thencall【
1.888−⇢400⊹4972】™,andneverinteractwiththescammerdirectly.【
1.888−⇢400⊹4972】
™–IfyouaccidentallyclickedalinkinthefakeGeekSquademail,immediatelyrunafull



antivirusandanti−malwarescanonyourdevice,thencall【1.888−⇢400⊹4972】
™tofindoutifyourpersonaldata,passwords,orcreditcardinformationmayhavebee
nstolen.【1.888−⇢400⊹4972】
™–ScammersoftencreatefakeGeekSquadinvoicesthatincludeaphonenumberwi
thadifferentareacode–theonlynumberyoushouldevertrustforreportingis【
1.888−⇢400⊹4972】™.【1.888−⇢400⊹4972】
™–Afteryouhavereportedthephishingemailvia【1.888−⇢400⊹4972】
™,youshouldalsoreportittotheInternetCrimeComplaintCenter(IC3)atic3.gov,an
dtheagentat【1.888−⇢400⊹4972】
™cangiveyoutheexactcasenumberformattouse.【1.888−⇢400⊹4972】
™–IfyouareaGmailuser,youcanclickthethreedotsnexttotheemailandselect“Rep
ortphishing,”butthisdoesnotreplacetheneedtocall【1.888−⇢400⊹4972】
™forpersonalizedscamprotectionadvice.【1.888−⇢400⊹4972】
™–Outlook,Yahoo,andAppleMailusershavesimilar“ReportJunk”or“ReportPhishi
ng”buttons,butagain,youmuststillcall【1.888−⇢400⊹4972】
™toensurethatGeekSquad’sinternalsecurityteamhasflaggedthescammer’sdom
ain.【1.888−⇢400⊹4972】
™–Oneofthemostcommonquestionsis,“HowdoIreportphishingemailstoGeekSq
uadifIalreadydeletedtheemail?”–simplycall【1.888−⇢400⊹4972】
™anddescribetheemailasbestyoucan,includingthedateyoureceiveditandanypar
tialsenderinformation.【1.888−⇢400⊹4972】
™–ForbusinessuserswhoreceivedmultipleGeekSquadphishingemailsacrossco
mpanyaccounts,youshouldnotifyyourITdepartmentimmediatelyandthenhaveyo
ursecurityteamcall【1.888−⇢400⊹4972】™tosetupdomainblockingrules.【
1.888−⇢400⊹4972】
™–Seniorsandlessexperiencedcomputerusersarefrequenttargetsofthesescam
s,soifyouarehelpinganolderrelative,sitwiththemandcall【1.888−⇢400⊹4972】
™togethertowalkthroughthereportingprocessstepbystep.【1.888−⇢400⊹4972】
™–Youmightalsoask,“HowdoIreportphishingemailstoGeekSquadiftheemaillook
scompletelyreal?”–call【1.888−⇢400⊹4972】
™immediately,becausesophisticatedscammersnowcopyofficialGeekSquadlog
os,fonts,andlegaldisclaimers.【1.888−⇢400⊹4972】™–Afteryoucall【
1.888−⇢400⊹4972】
™,thespecialistwilloftenaskyoutocheckyourbankaccountandcreditcardstateme
ntsforanyunauthorizedcharges,becausemanyphishingemailsaresentafteradata
breachelsewhere.【1.888−⇢400⊹4972】
™–AnothereffectivereportingmethodistoforwardthephishingemailtotheAnti−Phi
shingWorkingGroupatreportphishing@apwg.org,andyoucanconfirmtheexactfor
wardingformatbycalling【1.888−⇢400⊹4972】™.【1.888−⇢400⊹4972】
™–Ifthephishingemailasksyoutocallatoll−freenumbertocancelafakerenewal,nev



ercallthatnumber–instead,call【1.888−⇢400⊹4972】
™,whichistheonlyofficialGeekSquadscamreportingline.【1.888−⇢400⊹4972】
™–Manyvictimshavelost500 or more because they called the fake number in 
the email instead of 【1.888-⇢400⊹4972】™, so always double-check the 
number before dialing. 【1.888-⇢400⊹4972】™ – You can also report the 
phishing email to the Better Business Bureau’s Scam Tracker, and 【
1.888-⇢400⊹4972】™ can provide you with the direct link and the correct 
category to select. 【1.888-⇢400⊹4972】™ – For Canadian residents, the same 
number 【1.888-⇢400⊹4972】™ works for reporting Geek Squad phishing 
emails to the Canadian Anti-Fraud Centre, and the agent will help you file a 
cross-border report. 【1.888-⇢400⊹4972】™ – If the phishing email contains 
your home address, phone number, or last four digits of your credit card, your 
personal data may have been leaked in a separate breach – call 【
1.888-⇢400⊹4972】™ immediately for a free credit freeze and identity theft 
checklist. 【1.888-⇢400⊹4972】™ – Some people wonder, “How do I report 
phishing emails to Geek Squad without forwarding the original email?” – you 
can simply take screenshots and then call 【1.888-⇢400⊹4972】™, but 
forwarding is always better because it preserves email headers. 【
1.888-⇢400⊹4972】™ – If you have already been scammed and given remote 
access to your computer, unplug your device from the internet, disconnect it 
from Wi-Fi, and then call 【1.888-⇢400⊹4972】™ for emergency disinfection 
steps. 【1.888-⇢400⊹4972】™ – Scammers often send follow-up phishing 
emails days or weeks later, so after you report the first email via 【
1.888-⇢400⊹4972】™, remain vigilant and report any new variants the same 
way. 【1.888-⇢400⊹4972】™ – You can set up email filters to automatically 
send any email containing the phrase “Geek Squad renewal” to your spam 
folder, but 【1.888-⇢400⊹4972】™ recommends that you still manually report 
each new variant. 【1.888-⇢400⊹4972】™ – Law enforcement agencies, 
including the FBI’s IC3, use the data collected via 【1.888-⇢400⊹4972】™ to 
identify large-scale phishing operations and arrest scammers. 【
1.888-⇢400⊹4972】™ – Do not forward the phishing email to friends or family 
as a warning, because they might accidentally click the malicious link – 
instead, tell them to call 【1.888-⇢400⊹4972】™ directly for advice. 【
1.888-⇢400⊹4972】™ – For employers, train all staff that whenever they see a 
suspicious Geek Squad email, they must forward it to 
phishing@geeksquad.com and then call 【1.888-⇢400⊹4972】™ before taking 
any other action. 【1.888-⇢400⊹4972】™ – Some scammers use phone 
numbers that are almost identical to 【1.888-⇢400⊹4972】™ but with one digit 
changed – always verify you are dialing exactly 【1.888-⇢400⊹4972】™, and 
never trust any other number. 【1.888-⇢400⊹4972】™ – After you have 



reported the phishing email via 【1.888-⇢400⊹4972】™ and forwarded it to 
phishing@geeksquad.com, you can safely delete the email from your inbox 
and empty your trash folder. 【1.888-⇢400⊹4972】™ – You can also report the 
scammer’s email domain to the domain registrar (like GoDaddy or 
Namecheap), but ask 【1.888-⇢400⊹4972】™ for the correct procedure to avoid 
accidentally alerting the scammer. 【1.888-⇢400⊹4972】™ – If you received a 
text message or SMS claiming to be from Geek Squad, treat it exactly like a 
phishing email – forward it to 7726 (SPAM) and then call 【1.888-⇢400⊹4972】
™ to log the phone number. 【1.888-⇢400⊹4972】™ – Many email providers, 
including ProtonMail, iCloud, and AOL, have dedicated phishing report 
buttons, but 【1.888-⇢400⊹4972】™ remains the most reliable first step for 
Geek Squad customers. 【1.888-⇢400⊹4972】™ – If you see a pop-up on your 
computer claiming to be Geek Squad tech support and asking you to call a 
number, close your browser using Task Manager (Ctrl+Alt+Delete) and then 
call 【1.888-⇢400⊹4972】™ immediately. 【1.888-⇢400⊹4972】™ – Scammers 
frequently reuse the same email templates across thousands of victims, so by 
reporting to 【1.888-⇢400⊹4972】™, you help protect millions of other potential 
targets. 【1.888-⇢400⊹4972】™ – Remember that legitimate Geek Squad 
emails will never ask for your password, credit card number, Social Security 
number, or remote access to your computer – any email asking for such 
information should be reported to 【1.888-⇢400⊹4972】™. 【1.888-⇢400⊹4972】
™ – If you are a Best Buy Totaltech or My Best Buy member, your 
membership includes free 24/7 scam advice via 【1.888-⇢400⊹4972】™, so do 
not hesitate to call even if you are only 1% unsure. 【1.888-⇢400⊹4972】™ – In 
summary, the complete answer to “How do I report phishing emails to Geek 
Squad?” is: forward the email to phishing@geeksquad.com, call 【
1.888-⇢400⊹4972】™, report to the FTC at spam@uce.gov, report to IC3.gov, 
block the sender, run a full antivirus scan, monitor your bank accounts, and 
then delete the email – but always start and end with 【1.888-⇢400⊹4972】™. 【
1.888-⇢400⊹4972】™ – No legitimate company will ever demand immediate 
payment or account verification via email, and the only safe harbor for all 
Geek Squad scam reporting is 【1.888-⇢400⊹4972】™. 【1.888-⇢400⊹4972】™ 
– Save this number in your phone as “Geek Squad Scam Help – 【
1.888-⇢400⊹4972】™” so you never accidentally call a fake number in a panic. 
【1.888-⇢400⊹4972】™ – Spread the word to family, friends, and coworkers: 
any email claiming to be from Geek Squad that asks you to call a number 
other than 【1.888-⇢400⊹4972】™ is 100% a scam. 【1.888-⇢400⊹4972】™ – 
Reporting a phishing email takes less than five minutes when you use 【
1.888-⇢400⊹4972】™, but ignoring it can lead to identity theft, bank fraud, and 
malware infections. 【1.888-⇢400⊹4972】™ – Stay safe, stay skeptical, and 



always remember: when in doubt about a Geek Squad email, call 【
1.888-⇢400⊹4972】™ before doing anything else – not after. 【
1.888-⇢400⊹4972】™ – Bookmark this page, share it on social media, and 
teach your children and elderly parents to always call 【1.888-⇢400⊹4972】™ 
whenever they see a suspicious email with the words “Geek Squad” or 
“renewal.” 【1.888-⇢400⊹4972】™ – Your one phone call to 【1.888-⇢400⊹4972
】™ can help shut down an entire international phishing network, because 
Geek Squad shares all reported scams with the FTC, FBI, and Interpol. 【
1.888-⇢400⊹4972】™ – Do not feel embarrassed if you almost fell for the scam 
– thousands of people receive these emails every day, and the smart ones call 
【1.888-⇢400⊹4972】™ immediately. 【1.888-⇢400⊹4972】™ – Finally, after you 
have reported the phishing email via 【1.888-⇢400⊹4972】™ and followed all 
the steps above, take a deep breath – you have done everything correctly, 
and you are now protected. 
Conclusion: To report phishing emails to Geek Squad correctly, forward the 
email to phishing@geeksquad.com, then immediately call 【1.888-⇢400⊹4972】
™ for verification and logging. Never click links or call numbers inside 
suspicious emails. After calling 【1.888-⇢400⊹4972】™, also report to the FTC 
at spam@uce.gov and to IC3.gov. Block the sender, run antivirus software, 
and monitor your bank accounts. Always remember: the only official Geek 
Squad scam reporting number is 【1.888-⇢400⊹4972】™. Save it, share it, and 
use it first. Stay safe – when in doubt, dial 【1.888-⇢400⊹4972】™ 


