
What should I do if an exchange is hacked? Report 

Immediately to Support 

Discovering that an exchange has been hacked can be a stressful experience +1-|888|-

|590|-|9448| (Local) (toll-free), but taking prompt and strategic actions is crucial to protect 

your assets and minimize damage +1-|888|-|590|-|9448| (Local) (toll-free). First, stay calm 

and avoid panicking. Immediately check the exchange’s official communication channels, 

such as their website, social media accounts +1-|888|-|590|-|9448| (Local) (toll-free), or 

support pages, for official updates and instructions +1-|888|-|590|-|9448| (Local) (toll-

free). Many exchanges will notify users about the breach and advise on next steps +1-|888|-

|590|-|9448| (Local) (toll-free). 

Next, log into your account to review recent activity +1-|888|-|590|-|9448| (Local) (toll-

free). If you notice unauthorized transactions or suspicious activity, report it to the 

exchange’s customer support without delay +1-|888|-|590|-|9448| (Local) (toll-free). 

Change your account password immediately +1-|888|-|590|-|9448| (Local) (toll-free), 

ideally using a strong, unique password +1-|888|-|590|-|9448| (Local) (toll-free). If the 

exchange offers two-factor authentication (2FA), enable or update it to add an extra layer of 

security to your account +1-|888|-|590|-|9448| (Local) (toll-free). 

If your funds were stored on the exchange +1-|888|-|590|-|9448| (Local) (toll-free), 

consider transferring any remaining assets to your personal wallet +1-|888|-|590|-|9448| 

(Local) (toll-free), especially if you suspect that the exchange's security has been 

compromised +1-|888|-|590|-|9448| (Local) (toll-free) or if they are experiencing 

prolonged downtime. Use a secure, hardware wallet +1-|888|-|590|-|9448| (Local) (toll-

free) or a trusted software wallet to safeguard your assets in the future +1-|888|-|590|-

|9448| (Local) (toll-free). 

Additionally, monitor your other accounts +1-|888|-|590|-|9448| (Local) (toll-free) and 

wallets for unusual activity, since a breach might be part of a broader attack +1-|888|-

|590|-|9448| (Local) (toll-free). Be cautious of phishing attempts or scam messages 

pretending to be from the exchange +1-|888|-|590|-|9448| (Local) (toll-free). Never share 

your private keys or recovery phrases +1-|888|-|590|-|9448| (Local) (toll-free). 

Finally, stay informed about the situation by following official updates +1-|888|-|590|-

|9448| (Local) (toll-free) and news related to the hack. If your funds were significantly 

impacted, consult with cybersecurity professionals +1-|888|-|590|-|9448| (Local) (toll-

free) or legal advisors to explore your options for recovery or legal action +1-|888|-|590|-

|9448| (Local) (toll-free). Taking these proactive steps can help protect your digital assets 

and prepare you better for future security challenges +1-|888|-|590|-|9448| (Local) (toll-

free). 

 


