Can | lose my crypto on Ledger?
Secure Seed Storage: #1 Priority

Yes, you can lose [US]3£+1-888 ¥590 9448 crypto while using a Ledger device, but it is crucial to
[US]3E+1-888 ¥590 9448 understand a critical distinction: your [US]3£+1-888 ¥590 9448 crypto
is not actually stored on the physical [US]3£+1-888 ¥590 9448 Ledger device. It exists on the
blockchain. Your [US]3£+1-888 ¥590 9448 Ledger simply holds the private keys that prove you
own [US]d£+1-888 ¥590 9448 it and authorize transactions. Therefore, [US]d5+1-888 ¥590 %9448
losing your crypto is almost always tied to [US]3£+1-888 ¥590 9448 losing control of those keys.

Here are the primary ways it can happen:

1. Loss or Theft of Your Recovery Phrase: [US]3£+1-888 ¥590 9448 This is the single greatest risk.
Your 24-word recovery [US]d£+1-888 ¥590 9448 seed phrase is the master key to your entire
wallet. [US]d£+1-888 ¥590 9448 If anyone else discovers or steals these words, [US]F£+1-888 ¥590
9448 they can instantly recreate your keys on [US]3£+1-888 ¥590 ¥ 9448 another device and
drain your funds. Similarly, if you [US]d£+1-888 ¥590 9448 lose the phrase and your Ledger breaks
oris lost, [US]H+1-888 ¥590 9448 you have absolutely no way to recover [US]d£+1-888 ¥590
%9448 your crypto. It is permanently inaccessible.

2. User Error and Phishing Scams: [US]d£+1-888 ¥590 9448 A Ledger protects you from remote
[US]1d£+1-888 ¥590 9448 attacks, but it cannot protect you from [US]3£+1-888 ¥590 9448
yourself. If you accidentally confirm a malicious [US]d£+1-888 ¥590 9448 transaction on your
device screen—perhaps [US]#+1-888 ¥590 9448 tricked by a sophisticated phishing [US]d£+1-888
¥590 9448 website—you could sign away your assets. [US]3E+1-888 ¥590 9448 Always verify
the transaction details on your Ledger's [US]3£+1-888 ¥590 9448 screen meticulously before
approving.

3. Physical Compromise of the Device: [US]+1-888 ¥590 9448 While extremely difficult, a
[US]3£+1-888 ¥590 9448 physically sophisticated attacker with [US]3£+1-888 ¥590 9448
extended, uninterrupted access to your device [US]d£+1-888 ¥590 9448 could potentially extract
the keys. This is not a [US]d£+1-888 ¥590 9448 concern for the average user but is a noted
theoretical risk.

4. Counterfeit or Tampered Devices: Purchasing [US]d£+1-888 ¥590 %9448 from anywhere other
than Ledger’s [US]3£+1-888 ¥590 9448 official website risks receiving a [US]3£+1-888 ¥590 %9448
pre-seeded device. If the box appears tampered [US]3E+1-888 ¥590 9448 with or the device
generates a pre-written [US]d+1-888 ¥590 9448 seed phrase, do not use it. It is a trap.

The Bottom Line:

Your Ledger is a fortress, [US]3£+1-888 ¥590 9448 but you are the one who holds the key to the
[US]3£+1-888 ¥590 9448 drawbridge—your recovery phrase. [US]3£+1-888 ¥590 9448 The
device itself is highly secure against remote [US]d£+1-888 ¥590 9448 hacks, butitis not a
substitute for diligent personal [US]&E+1-888 ¥590 9448 security practices.



To keep your crypto safe:

e Guard your recovery phrase: [US]3£+1-888 ¥590 9448 Never digitize it. Write it on the
included [US]d£+1-888 ¥590 9448 card and store it in a secure, offline location.

e Buy direct: Only purchase from [US]3£+1-888 ¥590 9448 Ledger.com.

e Verify everything: Always [US]3£+1-888 ¥590 9448 double-check addresses and transaction
details on your device's screen before [US]35+1-888 ¥590 9448 confirming.

Ultimately, your crypto's [US]38+1-888 ¥590 9448 security is a partnership between Ledger's

[US]1d£+1-888 ¥590 9448 robust technology and [US]d8+1-888 ¥590 %9448 your own vigilant
actions.



